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BQ QUOC PHONG 	CONG HOA XA HO CHU NGIIIA VItT NAM 
Di)c lap  - Ttr do - Hanh  phtic  

SCi:23 /2022/TT-BQP 	Ha N '0i, ngay o f thong If Om 2022 

THONG TU' 

Ban hanh "Quy chuAn ky thup qutic gia -tre (14c tinh WS/ thu4t mat ma 
dung trong cac san phAm mat ma dan sir thu§c nhom sin pham 

bao mat 'ming IP sir dung ding nghe IPsec va TLS" 

Can ca. Ludt Tieu chudn va Quy chuiin kj; thueit ngay 29 thong 6 nam 2006; 

Can cu Ludt An toan thong tin mang ngay 19 thong 11 nam 2015; 

Can Nghi Binh so 127/2007/ND-CP ngay 01 thong 8 nam 2007 cua 

Chinh phi quy dinh chi tat thi hanh mOt so di"Ju cUa Ludt Tieu chucin va Quy 

chudn kji thu it; cluvc s Lin 	ba sung m'dt so di'du tai Nghi dinh so 78/2018/ND- 

CP ngay 16 thong 5 nam 2018 clia Chinh phii; 

Can 	Nghi dinh so 164/2017/ND-CP ngOry 30 thing 12 ?lam 2017 clic' 

Chinh 	quy dinh chtiv ming, nhi& vy, qulen 	va cce ceiu cherccity 

Bo Quoc phong; 

Can cu Nghi dinh sec) 09/2014/ND-CP ngay 27 thong 01 nam 2014 cUa 

Chinh phu quy dinh chic nang, nhiOm vy, quyi1/2  hgn va co.  cciu to chic clia 

Ban Co. Jiju Chinh phn; 

Theo crd nght cua Trwang ban Ban Corye'u Chinh pH; 

Bo trithng BC.) Quoc phong ban hanh Thong to quy dinh Quy chuan 197 

thudt quac gia ve ddc tinh ki7 thuat meat ma sue dyng trong cac san pheim melt ma 

dein sw thuOc nhom san phlim bao mat Nang IP sti. dyng cong nghe IPsec va TLS. 

Dieu 1. Ban hanh kern theo Thong to nay Quy chuan ky thuat quiic gia ve 
dac tinh ky thuat mat ma sir dung trong cac san pham mat ma dan sir thuOc nhom 
san pham bao mat 1u6ng IP sir dung cong nghe IPsec va TLS. 

KS, hie;u: QCVN OL :2022/BQP. 

DiLt 2. Thonci, tu nay có hie'u luc thi hanh ke tir ngay 20 thong 

nam 2022. 



KT. BO  TRU'ONG 

THU' TRITONG 

Thming ttr&ng Nguyen Tan Ctrong 

Dieu 3. TruOng ban Ban Ca yeti Chinh phis, Thii twang cac co quan, don 

vi va t6 chdc, cá nhan c6 lien quan chiu trach nhiem thi hanh Thong tu.  nay./. 

Noi 
- Tha prong Chinh phti, cac Pho ThO arcing Chinh phi! (de b/c); 
- Cac BO, ca quan ngang BO, ca quan thu(ic Chinh phii; 
- UBND cac tinh, thanh ph6 trirc thuOc Trung trang; 
- Thu trtthng BQP, CN TCCT; 
- Ban Ca yeu Chinh phis; 
- Cue Kim tra van ban QPPL Bt Ttr phap; 
- Cue Tieu chuAn - Do krb•ng - ChAt ltraog/BTTM; 
- COng bao, C6ng TTDTCP; 
- Vu Phap the/BQP; 
- C6ng TTDTBQP; 
- Ltru: VT, BCY. G110. 
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Lifyi not dau 

QCVN .04,-:2022/BQP do Cuc Quan 1/ mat ma dan 	va 
Kim Binh san phAm mat ma — Ban Co' yeu Chinh ph6 
bien soan, Ban Co' y6u Chinh ph0 trinh duyet, Bo Khoa 
hoc va Cong nghe tharn dinh, Bo thyo'ng BO Quoc ph6ng 
ban hanh kern theo Thong tu' so 2.3. /2022/TT-BQP 
ngay 	thang 	nam 2022, 



QUY CHUAN KY' THUAT QUOC GIA 
VE DAC TINH KY THUAT MAT MA SO DUNG 

TRONG CAC SAN PHAM MAT MA DAN SLY THUQC 
NHOM SAN PHAM BAO MAT LUONG IP sU' DUNG 

CONG NGHE IPSEC VA TLS 
National technical regulation on cryptographic 

technical specification used in civil cryptography 
products under IP security products group with 

IPsec and TLS 

1 QUY D!NH CHUNG 

1.1 Phalli vi di6u chinh 

Quy chuAn nay quy Binh mCrc giai han cac dac tinh ky thuat mat ma ci:la cac 
san pham bao mat lung IP sCY dung cong nghe IPsec va TLS phuc vu bac ve 
thong tin khong thuOc pham vi bi mat nha nu'ac. 

1.2 06i tuvng ap dyng 

Quy chub' n nay ap dung do'i 	cac t6 chUic, ca nhan kinh doanh va sCv dung 

san pham mat ma dan su' de bac) ve thong tin khong thuOc pham vi bi mat 

nha 

1.3 Tai IVO vi§n dan 

TCVN 11367-3:2016 (ISO/IEC 18033-3:2010) "Cong ngha thong tin — cac ky 

thuat an town — Thuat town mat ma — Phan 3: Ma kh6i". 

TCVN 12213:2018 (ISO/IEC 10116:2017) "Gong ngh'e thong tin - Cac kk 

thuat an town - Ch6 clO hoot dOng cUa ma kh6i n-bit". 

TCVN 12853:2020 (ISO/IEC 18031:2011 With amendment 1:2017) "COng 

nghe thong tin - Cac kk thuat an town — BO too bit ng6u nhien". 

TCVN 1 1816 (ISO/IEC 10118) "Cong ngha thOng tin - Cac kSi thuat an town -

Ham ham - Phan 3: Hain barn chuyen dung". 

TCVN 1 1495-1:2016 (ISO/IEC 9797-1:2011) "COng ngha thong tin — Cac ky 

thuat an town — M5 xec nhan thOng diap". 

National Institute of Standards and Technology, FIPS 186-4 "Digital Signature 

Standard (DSS)", July 2013. 

National Institute of Standards and Technology, FIPS 180-4 "Secure Hash 

Standard (SHS)", August 2015. 

National Institute of Standards and Technology, FIPS 198-1 "The Keyed-

Hash Message Authentication Code (HMAC)", July 2008. 

• 
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National Institute of Standards and Technology, FIPS 202 "SHA-3 Standard: 
Permutation-Based Hash and Extendable-Output Functions", National 

Institute of Standards and Technology, August 2015. 

[RFC 4309]: "Using Advanced Encryption Standard (AES) CCM Mode with 
IPsec Encapsulating Security Payload (ESP)", Internet Engineering Task 

Force (IETF), December 2005. 

[RFC 2612]: "The CAST-256 Encryption Algorithm", Internet Engineering 

Task Force (IETF), June 1999. 

[RFC 7801]: "GOST R 34.12-2015: Block Cipher "Kuznyechik"", Internet 

Engineering Task Force (IETF), March 2016. 

[RFC 5832]: "GOST R 34.10-2001: Digital Signature Algorithm", Internet 

Engineering Task Force (IETF), March 2010. 

[RFC 7091]: "GOST R 34.10-2012: Digital Signature Algorithm", Internet 

Engineering Task Force (IETF), December 2013. 

[RFC 3566]: "The AES-XCBC-MAC-96 Algorithm and Its Use With IPsec", 
Internet Engineering Task Force (IETF), September 2003. 

[RFC 4494]: "The AES-CMAC-96 Algorithm and Its Use with IPsec", Internet 

Engineering Task Force (IETF), June 2006. 

[RFC 4868]: "Using HMAC-SHA-256, HMAC-SHA-384, and HMAC-SHA-512 
with IPsec", Internet Engineering Task Force (IETF), May 2007. 

1.4 Giai thich tCv ngCv 

Trong Quy chuAn nay, cac tix ng0,  dual day duvc hieu nhu,  sau: 

1.4.1 ThOng tin khOng thw)c p4rn vi bi mat nha ni_vevc 

La thOng tin kh6ng thu6c not dung tin "tuyOt mat", Toi mat" va "mat" duvc quy 
Binh tai Luat bao ye bi mat nha nu,o'c ngay 15 thang 11 nam 2018. 

1.4.2 M-Ot ma 

La nhOng quy tgc, quy u,O,c rieng dung de thay doi hinh thixc bieu hien thong 
tin nham bao clám bi mat, xac thu'c, toan vpn cua not dung thong tin. 

1.4.3 Mat ma dan su' 

La k9 thuat mat ma va san ph6m mat ma duvc six dung de bao mat hoac xac 
thu'c doi veyi thong tin khong thuOc pham vi bi mat nha ntkrc. 

1.4.4 San pharn mat ma dan sty 

La cac tai lieu, trang thiet bi k9 thuat va nghiep vu mat ma de bao ye thOng tin 
1.":., 	+h. A 	h•-% 	hi rtn 	In 	ni u iv 
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1.4.5 San pham bao mat lusting IP 

La san pham mat ma six dung cac ky" thuat, cong nghe mat ma de dam bao 
an toan, bao mat cho dCP lieu truyen, nhan ten m6i trubng mang IP. 

1.4.6 K9 thuat mat ma 

La phu,ang phap, phipang tien c6 Crng dyng mat ma de bao ye thong tin. 

1.4.7 Ma hoa 

La qua trinh dung ky thuat mat ma de thay d61 hinh tht.Irc bieu hien thong tin. 

1.4.8 Giai ma 

La phep bien doi nguvc cCia qua trinh ma hoa tu'o'ng 

1.4.9 Khoa 

La day ky dieu khien hoat dOng cua bien dOi mat ma. 

1.4.10 Mat ma doi xCpng 

La mat ma trong do khoa cluvc sir dung cho cac phep ma Ma, giai ma la 
treing nhau hoac c16 clang tinh toan duvc kh6a ma h6a khi biet khoa giai ma 

va ngu'o'c la'. 

1.4.11 Mat ma phi dOi xu'ng 

La mat ma trong d6 khOa duvc sir dung cho phep ma h6a hoac giai ma glim 

hai thanh phan la kh6a cot-1g khai va khoa rieng vol dac tinh co the de clang 

tinh toan du'o'c kh6a cong khai n6u biet khoa rieng nhu'ng khong kha thi ve 

mat tinh toan de tinh duvc kh6a rieng tiP kh6a cong khai. 

1.4.12 Thuat toan barn 

La thuat than tht:Pc hien qua trinh bien d6i chu6i dCP lieu dau vao co dO dai bat 

ky thanh mot chu6i cliP lieu dau ra dac tru'ng co d6 dai co dinh. 

1.4.13 Thuat toan xac thtic thong dip 

La thuat toan bier) do' cac chu6i dCr lieu dau vao va khOa bi mat thanh cac 

chuoi du,  lieu dau ra co dO dai co dinh thoa man cac tinh chat sau day: 

- De clang tinh toan vai bat ky kh6a va chu6i dCP lieu dau vao nao; 

- Vai khoa co dinh bAt ky va khong bik tuft khoa, bang tinh toan khong the 

tinh ducyc gia tri chu6i dO,  lieu dau ra v61 bat ky chu6i do,  lieu dau vao mdi 

nao. 
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Ten tio'ng vi't 

Tieu chuAn ma hoa tien tien 

Xac thvc thong tin dieu khien 
gal IP 

Ten cua he ma do hai nha 
town hoc Carlisle Adams va 
Stafford Tavares phat minh 

Che do mac xich khOi ma 

BO dem vai ma xac thtyc 
thong bao khai ma haa 

Che dO phan hOi ban ma 

Che dO 130 dem 

BO tao bit ngAu nhien tat dinh 
dlya ten Ix) dem 

Thuat town trao dOi khaa 
Diffie-Hellman 

BO tao bit ng5u nhien tat dinh 

Thuat town chi'y q s6 

Diking cong Elliptic 

Thu'at town chiY kjt se) cliya tren 
&rang cong Elliptic 

Hong goi an town dip lieu 

Tieu chuAn xt:ii ljt thong tin lien 
bang (Hoa Ks') 

Che dO Galois/BO dem 

1.5 Ch CP vigt eat 

Chu' vigt tat Ten ti6ng anh 

AES 	Advanced Encryption 
Standard 

AH 	 Authentication Header 

CAST 	Carlisle Adams - Stafford 
Tavares 

CBC 	Cipher Block Chaining 
Mode 

CCM 
	

Counter with cipher block 
chaining message 
authentication code 

CFB 
	

Cipher Feedback Mode 

CTR 
	

Counter Mode 

CTR_DRBG Counter - Deterministic 
Random Bit Generator 

DH 
	

Diffie-Hellman 

DRBG 
	

Deterministic Random Bit 
Generator 

DSA 
	

Digital Signature Algorithm 

EC 
	

Elliptic Curve 

ECDSA 
	

Elliptic Curve Digital 
Signature Algorithm 

ESP 
	

Encapsulating Security 
Payload 

FIPS 
	

Federal Information 
Processing Standards 

GCM 
	

Galois/Counter Mode 
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GOST 	gosudarstvennyy standart 	Tieu chuan qu6c gia Lien 
bang Nga 

Hash DRBG Hash Deterministic Random BO tao bit ngau nhien tat dinh 
Bit Generator 	 clya tren ham barn 

HMAC 	Hashed Message 	 Ma xac thcyc thong bao clu'a 

Authentication Code 	tren ham barn 

HMAC DRBG HMAC - Deterministic 	BO tao bit ngau nhien tat dinh 
Random Bit Generator 	cliya ten HMAC 

IKE 	 Internet Key Exchange 	Giao thCpc trao dOi khoa tren 
Internet 

IP 

IPsec 

MQ_DRBG 

Internet Protocol 

Internet Protocol Security 

Multivariate Quadratic 
Deterministic Random Bit 
Generator 

Giao thCrc Internet 

Giao thi:Pc bao mat mang IP 

BO tao bit ngau nhien tat dinh 
bac hai da bier) 

MS DRBG 	Micali-Schnorr Deterministic BO tao bit ngau nhien tat dinh 
Random Bit Generator 	Micali Schnorr 

NIST 	National Institute of 	Vi'en Tiou chuan va Cong 
Standards and Technology nghe quoc gia (Hoa K9) 

NRBG 	Non-deterministic Random 	BO tao bit ngeau nhien bat dinh 
Bit Generator 

OFB 

RFC 

RSA 

SHA 

Output Feedback Mode 	Che dO phan hai dau ra 

Request for Comments 	Bac to k9 thuat do to chbic 
IETF (Internet Engineering 
Task Force) cOng bo 

Rivest - Shamir - Adleman 	Ten dm he ma do ba nha 
town hoc Rivest, Shamir va 
Adleman phat minh 

Secure Hash Algorithm 	Thuat town barn an toan 

An pham dac biet (Vien Ti'eu 
chuan va K9 thuat quoc gia 
Hoa K9) 

SP Special Publication 
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TCVN 	 Tieu chuAn qu6c gia Viet Nam 

TDEA 	Triple Data Encryption 	Thuat toan ma haa du,  lieu 
Algorithm 	 Triple-DES 

TLS 	Transport Layer Security 	Bac mat tang giao van 

VPN 	Virtual Private Network 	Mang rieng ao 

1.6 K9 hieu 

K9 hieu 	 Mo 0 

nlen 	106i vai thuat toan RSA: nlen la TO dai modulo theo bit; 
DOi vOi thuat toan ECDH, ECDSA, GOST R 34.10-2012, 
GOST R 34.10-2001: nlen la c10 dai theo bit cua cap cua 
phAn tt:r sinh 

L 	
06i v61 thuat toan DSA, DH: L la c10 dai cua tham s6 mien p 
theo bit 

N 	 Elcii vdYi thuat toan DSA, DH: N la do dai cua tham s6 mien q 
theo bit 



Tham chieu 

[TCVN 11367-3], 
[TCVN 12213], 
[SP 800-38D], 

[RFC 4309] 

STT 	 ThOt toan 

1 	 AES 

4 SEED 
[TCVN 11367-3], 

[RFC 2612] CAST 5 

GOST R 34.12-2015 
[TCVN 12213], 

[RFC 7801] 6 

[TCVN 11367-3], 
[TCVN 12213] 

2 

3 

TDEA 

Camellia 

DSA 2 

ECDSA 3 

1 	 RSA 

Tham chieu 

[FIRS 186-4] 

[FIRS 186-4], 
[SP 800-56B Rev. 2] 

Thu4t toan STT 

QCVN :2022/BQP 

2 QUY DINH KY THUAT 

2.1 Quy dinh chung 

- DOi 	cac san phArn mat ma dan 	dyng cong nghO IPsec VPN ducyc 

phep six dyng giao thCrc trao d i kh6a IKEv1 va IKEv2, giao tht:Fc clang goi ESP. 

- E6i vai cac san phAm mat ma dan 	six dung cong nghO TLS VPN duvc 

phep six dyng giao thCrc TLS 1.2 va TLS 1.3. 

2.2 Quy dinh v6 d',4c tinh k9 th4t mat ma 

2.2.1 Quy dinh v6 thOt toan mat ma 
Cac san phAm mat ma dan sv six dyng cong nghO IPsec VPN, TLS VPN 
you cau clap Ong cac quy dinh sau: 

2.2.1.1 ThuOt toan mat ma d6i ximg 

- Six dyng thuat toan trong danh sach sau: 

2.2.1.2 ThOt toan mat ma phi doi x&ng 

- Six dung thuat toan trong danh sach sau: 



ThOt town 	 Tham chi6u STT 

SHA-256, SHA-384, SHA-512/256, 
SHA-512 

2 
	

SHA3-256, SHA3-384, SHA3-512 

[TCVN 11816-3], 

[FIPS 180-4], 

[FIPS 202] 

1 
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4 DH [FIPS 186-4], 

[SP 800-56A Rev. 3] 
5 ECDH 

6 GOST R 34.10-2001 [RFC 5832] 

7 GOST R 34.10-2012 [RFC7091] 

2.2.1.3 Thua:t town barn 

- Sir dung thu'at toan trong danh sach sau: 

2.2.1.4 Thua't town xac thvc thong dip 

- Six dung thua't town trong danh sach sau: 

Thu 41 town Tham chi6u STT 

1 AES-XCBC-96 [RFC 3566] 

2 AES-CMAC-96 [RFC 4494] 

3 HMAC-SHA-256-128 

[RFC 4868] 

4 HMAC-SHA-256 

5 HMAC-SHA-384-192 

6 HMAC-SHA-384 

7 HMAC-SHA-512-256 

8 HMAC-SHA-512 

9 HMAC-SHA3-256 
[FIPS 198-1] 

[FIPS 202] 10 HMAC-SHA3-384 

11 HMAC-SHA3-512 
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2.2.1.5 BO W. s6 ngAu nhien 

- Six dun,I  !DO tao s6 n Au nhien trong danh sach sau: 
• 

STT 

 • 	• 

Thuat town Tham chi6u 

1 Hash_DRBG 

[TCVN 12853] 

2 HMAC_DRBG 

3 CTR_DRBG 

4 OFB_DRBG 

5 MS_DRBG 

6 MQ_DRBG 

7 XOR — NRBG 
[SP 800-90C] 

8 Oversampling-NRBG Construction 

2.2.2 Quy dinh y6 an toan, tho'i gian sir dung 

2.2.2.1 Thuat town mat ma d6i xirng 

STT Thuat town 
Kich thirdoc 
khoa then 

bit 

, 	.. Cac the do cho phep 
sir clung 

Sir dung 
d6'n nam 

1 AES >_ 128 
CBC, CFB, OFB, GCM, 

CCM, CTR 
2027 

2 IDEA 192 CBC, CFB, OFB, CTR 2025 

3 Camellia 128 
CBC, CFB, OFB, GCM, 

CCM, CTR 
2027 

4 SEED .?, 128 
CBC, CFB, OFB, GCM, 

CCM, CTR 
2027 

5 CAST ?_ 128 CBC, CFB, OFB, CTR 2027 

6 GOST 
R 34.12-2015 

256 CTR, CFB 2027 



STT T h u t town 	 Sir dung den nam 

SHA-256, SHA-384, SHA-512/256, SHA-512 1 2027 

2 
	

SHA3-256, SHA3-384, SHA3-512 2027 
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2.2.2.2 ThuOt town mat ma phi el6i xivng 

STT Thu4st town Kich thtpdvc tham s6 theo bit 
Sty dung 
den nam 

1 RSA 

nlen = 2048 2025 

nlen 	3072 2027 

2 
DSA, 
DH 

L = 2048, 
2025 

N = 256 

L ?_ 3072, 

N?.. 256 
2027 

3 ECDH 

nlen 	256 2027 

4 ECDSA 

5 GOST R 34.10-2001 
nlen ?_ 256 2027 

6 GOST R 34.10-2012 

CHU THICH: 

Cac tieu chuAn cho tham so an toan, cac thuat town sinh, cac by tham s6 cu the cho cac thuat town 
RSA, DSA, DH, ECDH, ECDSA trong quy chuan nay ap dung theo tieu chuan FIPS 186-4. 

Cac b0 tham SO cu the cho thuat town GOST R 34.10-2001, GOST R 34.10-2012 trong quy chuan 
nay ap dyng theo RFC 5832 va RFC 7091. 

2.2.2.3 Thua:t town barn 

2.2.2.4 Thu4t town xac thLyc thong dip 

STT 
	

Thu at town 	 SO' dung den narn 

1 AES-XCBC-96 
	

2027 

2 AES-CMAC-96 
	

2027 



3 HMAC-SHA-256-128 

4 HMAC-SHA-256 

HMAC-SHA-384-192 

6 HMAC-SHA-384 

7 HMAC-SHA-512-256 

8 HMAC-SHA-512 

HMAC-SHA3-256 

HMAC-SHA3-384 
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2027 

2027 

2027 

2027 

2027 

2027 

2027 

2027 

9 

10 

11  HMAC-SHA3-512 2027 

2.3 Quy dinh v6 an toan sir dung trong giao thivc 

2.3.1 Quy dinh v6 an toan siv dung trong giao thivc IPsec 

- Khong duvc phep six dyng the c16 Aggressive trong giao thirc IKEv1, giao 

thCrc IKEv1 duvc phep six dung den nam 2025. 

- Khong du'o'c phep six dyng giao thin AH. 

- Kh6ng du'o'c phep six dung giao thCrc ESP chi co co' the xac thu'c dCr lieu. 

- Six dung giai phap bao ve khoa duvc Iu'u tri:r clang tep ten thiet bi 

(neu co). 
2.3.2 Quy dinh v'e an toan S dung trong giao thirc TLS 

Khong duvc phep trao cl6i kh6a dkra tren thuat toan Diffie-Hellman sip 

dung kh6a c6 dinh (Static Diffie-Hellman). 

Khong duvc phep cal dat cac m6' r6ng cho phep S 1:4' dung nhCrng phien 

ban trcroic TLS 1.2 tren may chCi TLS. 
Six dyng dinh clang chCrng thu' s6 X.509 v3 cho TLS (neu co). 

Sip dyng giai phap bao ye khoa duvc 	fru,  clang tep tren thiet bi 

(neu co). 
Kh6ng du'o'c phep six dyng phAn mo' r6ng Heartbeat. 

- Yeu cAu 136 sung el& vai phi8n ban TLS 1.3: 

+ KhOng duvc phep six dyng the dO CBC trong ma h6a doi xCrng. 
Khong duvc phep six dyng the d6 MAC-then-Encrypt (Non-AHEAD Ciphers). 

+ KhOng du'o'c phep trao d6'i khoa six dung thuat toan RSA. 

+ Khong duvc phep six dyng luvc d6 ky s61 xac thcrc RSASSA-PKCS1-v1_5. 
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3 QUY DINH VE QUAN Lif 

3.1 Cac MCPC giai hen cua dac tinh k9 thuat mat ma neu tai Quy chuan nay la 
cac chi tieu chat Iu'o'ng phyc vu quan 19 theo quy dinh ve quart 19 chat luvng 
san phArn mat ma dan sty &roc quy dinh tai Luat an town th6ng tin mang 
ngay 19 thong 11 nam 2015. 

3.2,  C6ng b6 hop quy, cht"rng nhan hgp quy, kiem tra chat luvng san pham,
khac phyc hau qua khi bi xt7Y phat vi pham hanh chinh theo Thong tu' so 
28/2012/TT-BKHCN ngay 12/12/2012, Thong to so 02/2017/TT-BKHCN ngay 
31/3/2017 st:pa do', bó sung mot so dieu cua Thong tu' so 28/2012/TT-BKHCN 
ngay 12/12/2012, ThOng to so 06/2020/TT-BKHCN ngay 10/12/2020. Quart 19 
cong be) hop quy chya ten ket qua cht:yng nhan cua tO cht"rc cht:rng nhan 
cluvc chi dinh theo quy dinh cua phap luat. 

3.3 Hopt clOng kiem tra, danh gia chat luvng san phAm mat ma dan sty du'o'c 
co' quan quan 19 nha men co them quyen tien hanh dinh k9 hang nam 
hOc dot xuAt. 

4 TRACH NHIEM CUA TO CHU'C, CA NHAN 

Cac tO cht.1,c, ca nhan co hoat ciOng kinh doanh san pham mat ma dan sty 
thuOc pham vi dieu chinh cua quy chuan nay cá trach nhiem thtyc hien cac 
quy dinh ye cht:rng nhan, cong 106 hop quy va chiu sy,  kiem tra cua ca quan 
quan 19 nha nuVc theo cac quy dinh hien hanh. 

5 TO CHCYC THU'C HIEN 

Cuc Quin 19 mat ma dan SLY va Kiem dinh san phArn mat ma - Ban Co yeu 
ChInh phi.' co trach nhiem huiang dk, tO cht"rc trien khai quan 19 k9 thuat mat 
ma theo Quy chuAn nay. 

Ban Ca yeu Chinh phu giup BO triyo'ng BO Qu6c phOng ra soat, sCra doi, i:?6 
sung Quy chuan nay c1 dam bao pht:i hop v61 thcrc tien va dap Cmg yeu cau 
quan 19./. 
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PHV LVC A 

(Quy 

Quy dinh v6 ma HS cua san phAm bao mat luOng IP 
S CP dung cong nghe IPsec va TLS 

STT 
Ten san pham, 
hang Ilea theo 

QCVN 
Ma HS Me to san pham hang Ilea 

01 8471.30.90 

San pham S CY dung c6ng 
nghe IPsec VPN hoac TLS 
VPN de dam bao an town, 
bao mat cho dli,  lieu truyen 
nhan tren moi truong mang 

IP. 

02 8471.41.90 

03 8471.49.90 

04 

San phAm mat ma 
dan sup thuOc nhOm 
san phAm b6o mat 
iu 'ong 	IP 	va 	bao 
rnat kenh. 

' 

8471.80.90 

05 8517.62.10 

06 8517.62.21 

07 8517.62.29 

08 8517.62.30 

09 8517.62.41 

10 8517.62.42 

11 8517.62.49 

12 8517.62.51 

13 8517.62.52 

14 8517.62.53 

15 8517.62.59 

16 8517.62.61 

17 8517.62.69 

18 8517.62.91 

19 8517.62.92 

20 8517.62.99 
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21 8525.50.00 

22 8525.60.00 

23 8528.71.11 

24 8528.71.19 

25 8528.71.91 

26 8528.71.99 
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